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Severe data breaches



Consistent data breaches



Solutions�

u Determine the root cause of a breach?

u Determine the impacts of an exploit on the system?

DIFT (Dynamic Information Flow Tracking)

“A complete description of agents (users, groups) controlling 
activities (processes) interacting with controlled data types 
during system execution”

Provenance



Provenance Examples Network level

Facebook
server
IP: 2.2.2.2

databases
IP: 3.3.3.3

IP: 1.1.1.1
Attacker



Provenance Examples Operating system level

Files

Processes



Provenance Graphs

(1) Track and log system information

• Through system calls

• e.g. read, write

(2) A given point of interest

• Determine root cause

• Backward traversal

• Determine impact on the system

• Forward traversal

read

read read
read

write



Provenance Graphs: Challenges
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“Dependency Explosion” 



RAIN: Refinable Attack INvestigation

u Good runtime performance

u Reduce performance hit

u Improve granularity
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High Level Overview
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Log File Generation
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u Capture system calls, 

u read, write, open, send, recv, connect

u their arguments, and return values

u Record IPC communications

u Cached file and network I/O

u Thread information

u pthread in libc



Graph Builder
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RAIN module

Arnold

Runtime Collection

Provenance 
Graphs

Record & 
Replay Logs

Still too 
expensive for 
analysis



Graph Pruning
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Pruning I: Triggering points

u limit the size of the graph to the most interesting nodes

u Three criterion for starting the analysis

u External signals: tips from other sources, CVEs, responsible disclosures, 
etc.

u Security policy: violations to a certain policy are interesting points for 
looking into

u Customized comparisons: compare hashes of downloaded files
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Pruning II: Reachability Analysis

u Starting from trigger points (points of interest)
u Determine the next set of interesting points

u Forward reachability

u Backward reachability

u Point-to-point: Forward & Backward

u Heuristic interference analysis
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Backward Reachability Analysis
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Forward Reachability Analysis
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Bad File
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Interference Pruning

u Track read-after-writes using syscall timestamps

u Remove false dependencies
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P2P Reachability

19

Bad File

D

P2
read

B
write

P1

read

C
P3

E

F

A
send

read
write

mmap

read



Graph Refining
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Selective DIFT

u Use the outcomes of the reachability analysis and trigger 
points

u Start from interference points

u Refinement for

u downstream causality, 

u upstream causality, 

u and point to point causality

u Run taint analysis for different processes independently

u Cache results for improved performance
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Q: Any 
apparent 

issues here?



DIFT: Upstream Refinement
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Drop this path!
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P2P Refinement
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High Level Overview
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Results
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Thoughts for AI researchers

u Graph pruning in this work

u Rule-based

u Can we use machine learning to trim graphs?


